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Legend: Uh oh! Your privacy score dropped to 0. Your
- White: regular scenario bubble "biggest fan" stole your identity and

- Yellow: decision scenario bubble scammed other fans pretending to be you.

- Blue: additional information bubble Your reputation is ruined!

- Solid arrows: flow between events

- Dotted arrows: flow between events

Hi there! Welcome to the life of a celebrity.
Your biggest fans are always watching - will
you be able to keep up with privacy and still
be relevant? Let's find out!

You made it to the end of the game!
Unfortunately, you still lost too many privacy
points. Would you like to try again?

Good job! You've mastered the art of private
celebrity life.

Better luck next time! You can still continue

separated by time

Order of scenarios in game:

- BitFit

- InstaTok Plank Challenge

- Balantir

- Credit Card or Cash

-QR Code

- Moogle Calendar and Moogle Home
- InstaTok Clean Streets Challenge

- Ding Video Doorbell

Scenario: BitFit

playing, if you'd like.

Scenario: InstaTok Plank Challenge

Scenario: Balantir

Scenario: Credit Card or Cash

Scenario: QR Code

Scenario: Moogle Calendar and Moogle Home

Scenario: InstaTok Clean Streets Challenge

- 22andMe
- Pedalton
. . A small earthquake has struck Hollywood! The
- InstaTok "Angel" Trend You are booked for a new film! To get ready for The Plank Challenge is taking over InstaTok! In In the real world, Palantir was entrusted On a pit stop at WcDonald's, you get two You are shooting in a remote location and There's just so much to do everyday! city s mostlyc;kay except one old :Zpartment
- TalkGPT the role, your manager found you a personal the trend, an influencer reads out the names of with sensitive patient data by the United number 9s, a number 9 large, a number 6 have 10 minutes to get a quick lunch during Auditions, rehearsals, acting classes, voice o ’ o
. - . . . , . . - 19 ’ X \ . . : building that collapsed, killing 50 people.
- Cardiac trainer. random followers while holding a plank for as Kingdom's National Health Service. with extra dip, a number 7, two number 45s, break time. There's a hip restaurant nearby, lessons, performing, networking, gym,

The trainer wants you to wear a BitFit watch to
see your activity levels.

long as they can.

{

.

The Regional Health Service gave everyone's
health data to an Al company called Balantir.
Balantir will use it to train models and make the

Palantir claimed they would create
software to deliver better health
outcomes while ensuring data privacy and
security.

But information is vague regarding the

project, its origin, and its purpose.

one with cheese, and a large soda.

How would you like to pay?

but it only has a QR code menu.

{

{

groceries, friends, family... Did | say gym yet?

Y

The Clean Streets challenge is taking over

health system more efficient, but who can say InstaTok! Influencers are filming themselves
; } [DO the plank! ] [NaW, I'll pass. ] for sure? Sensitive health data has been transferred ; } Scan the QR code! It's so nice of ) GUYs haVE PER . collecting litter off the streets in their
to P.alantir‘s Foundry systemwithout the restaurant to save the trees meNylj);J" SIENSEE \r\(/clmr r}wagalger;uggeztedtyou t(t) sr]t:art ;.\J/lsmg | neighbourhood while asking strangers for
[Yeah, no problem! ] ﬁ would rather not. ] +5 health, -5 privacy patient consent or consultation. The lack [Credit Card ] [Cash ] and not print paper menus. ’ Hg;i soisee;ss?gtzgt tg:o aHIZiac S'?ﬁ” m‘;?(ii donations in support of the families who lost
of tranSPatl.’en:Y and Ftlgar;afel}tgl:lgn:s In the real world, many of the QR codes in easier to keep track of these thi:gs loved ones in the L.A. apartment collapse.
v v mEE:SSbDa lents Se[ISIdIVe.ﬂ?a . tha a t J restaurants are actually generated by a ’ They then challenge others to do the same or
Eou be ctt))mprf)mlse without them different company that collects, uses, and make a personal donation.
\/ \/ Your plank goes on for 5 minutes! Your fans Some fans wonder why you haven't posted noving abodtit ; 'then Ofte'n Sha_reS Ll persona! Y Y
planxe ) anything, but they assume you must be busy with information with other companies.

compliment your amazing physical fitness.

(Source)

You've just been challenged by a fellow

You purchase a BitFit watch and wear it as you
go about daily life.

Your personal trainer is unhappy. Now they
have to change the training plan!

celebrity!

other things. { }
Thank you! Your order will be ready at the e L e You might be paying for that meal with not Your IP address and location are given to the The waiter sighs and goes to the back to ask

+5 career, +5 happiness

next window. e Ao e et s just your money, but your personal website providing the menu. his manager. They don't, so he tells you all
. . ) does notlpose B e information too - your location, your ) the options. It took a while, and now you're Yeah, it's time to get my life It's ok, I'll keep doing what I'm
. . +10 happiness, -5 health : demographics, and your behaviour. -5 privacy late. The movie director yells at you. together. already doing. { }
' I \
! ! That’s not even counting your phone’s -5 career, -5 happiness
v v cookies, advertising ID number, and device ’ pp [Clean the streets! ] ﬁ'll just make a personal donation. ] [Why not both? ]
fingerprint. What an expensive meal!
Uh oh, BitFit experienced a data breach! Inthe rgal world, FitBit experienced‘a data Word gets out about your "feud" with your (Source) y y y
Your GPS location was part of that breach, breach in 2021. The name, date of birth, personal trainer. Tabloids have already
and the paparazzi now know which gym you geolocation da_ta(;)f over 61 million users published an article: 11 Celebrities Who Need You ordered and got your food within 10 You buy a Moogle Home and add everything You politely decline and promise your \J \ \
i was compromised. ; : : i i i ice! “doli I fi
trainin. p A Serious Attitude Adjustment. minutes. You made it back on time. Nice! on your to-do list to Moogle Calendar. manager that you'll figure out your own way. Many fans praise your efforts, and you gain a You give $100 000, more money than anyone Above and beyond! You gain huge respect from
-10 privacy Even though wearable devices and You're #1 T T few thousand followers. before. But barely anyone notices and people your fans and even the most hardline haters
smartphones can collect : : : wonder why you haven't posted a video. admit you can have class... sometimes.
T patient-generated health data, there are 10 career . . A small vocal group of haters accuse you of
: currently no clear HIPAA regulations that v v using the misfortune of others to gain influence +10 career
. apply to wearable technology as long as v (which is technically true), but most netizens T
v the data is for personal use. : . Ugh, you totally forgot there was a family dismiss them. !
. ) Moogle Home wakes you up every morning dinner last night! And you're still stressed e il -
Your BitFit alerts you that it is detecting an Not everyone_has. paparazzi, but bad v and reminds you of your appolntments while from a million other things on your plate. +5 career |
unusual heartbeat. Your doctor suspects you actors don't discriminate. The data could you brush your teeth. It feels like a load has . |
have heart arrhythmia. be used to commit fraud and extortion. BitFit experienced a data breach! been taken off your shoulders! -10 happiness, -10 social ) :
L e e e e e e e e e e e ==
+10 happi a
-10 health e You show the news to your trainer with some appIness . L
. v In the real world, it is surprisingly easy to
v vindication, but the damage to your v - o N "
. find your personal information on social
! reputation has already been done. 1 dia!
1 1 Some people from your city recognize a grocery media:
! . ! store that appears in the background of your X .
v 1 v video. Your fans now know which . Inone \b/!dﬁzi &l T,'k-tl’bk sl Tcl)undt'the ful(lj
o ! neighbourhood you live in! narr|1e,. r afy,jo ,hgenera .ocaflon, a'r: N
Not a problem! You share the BitFit data \/ Today, you have a table read for your Feaf.rlildl{zﬁ o anOtt er USQ{JUSt |’02’|\t eir
with your doctor and she confirms the upcoming movie. One of the cast members -20 privacy AT (O, €) B e =
diagnosis. You experience shortness of breath and feel reads out loud this line in the script: "Hey s s AT e s picture, and a vague username.
dizzy at the gym. You faint. Your doctor Moogle, what's my schedule?". g
Your doctor quickly prescribes you some suspects you have heart arrhythmia. unl9cked, anyone can ask the Google (Source)
heart medication. You start taking it and feel It triggers the voice assistant on your assistant on your Rh"“e for your S_ChEdUI?'
much better. 10 health phone! Before you can stop it, it says out even if their voice is completely different!
T loud "Buy hemorrhoids cream at 5pm". The . . .
+10 health | crew laughs and you're a bit embarrassed. L7 e o
1
; -5 privacy, -5 happiness
Ivc;]lilredoctor orders some tests, which take a : I e el el & sulseiEaiar
" 1

Google leaked over a thousand voice
v recordings of Flemish people to a Belgian

Eventually, you get prescribed some heart news organization.

Bw;z;l;atlon. You start taking it and feel much Breaking News: Amid Layoffs, Angry
: Moogler Leaks Moogle Home Recordings

Google Home's microphones are on by
default, but Google is not supposed to
Some of those recordings included your record unless explicitly given consent by
voice. the wake phrase "Okay Google".
Unfortunately, their detection technology
isn't perfectly accurate. The Belgian news
reported that out of these voice excerpts,
around 10% were never given the wake
phrase.

+5 health

-5 privacy

(Source)

Scenario: Ding Video Doorbell Scenario: 22andMe Scenario: Pedalton Scenario: InstaTok "Angel" Trend Scenario: TalkGPT Scenario: Cardiac

On your daily Americano run at Moonbucks,
you run into a fan who recognizes you, and
you have a lovely conversation.

Holidays are over, time to get fit again for the The Angel trend is taking over the pages of
movie. InstaTok's influencers! In the trend, a person
takes a low angle shot of themselves nude and
dancing elegantly in front of a bright blue sky,

The stress from going on tour has made your
cardiac arrythmia act up again. Your current
meds are not working as effectively.

Uh oh... Your house was almost broken into
by a stalker fan. Luckily, your bodyguard
stopped him right on time. Would you like to
install a Ding video doorbell for security?

It's Christmas! You are hosting a party with your
friends and family. For some holiday fun, your
aunt Barbara has gifted 22andMe DNA testing

kits to the entire family. Your friend recommended you to try your

new Pedalton bike. Let's give it a try! and adds a filter to make themselves appear You wish that you could connect with more -5 health

. . o fans at the same time...

| | like an angelic white silhouette. T

1

Getting on the trend would be a perfect way to :

ills!
; } ; } | show off your contemporary dance skills! v |
it. 1 i ! I'll pass, thanks. 'Yeah, wh t! : S
ﬁnstall it. Better safe than sorry! ] [No, my bodyguard is the best ] [ p ] [ ‘eah, why no ] You start working out everyday for 1 hour in Astartup is building a fun app for fans to chat Unfortunately, you are far away from your

doctor, so the only way to reach her is by

with their favourite celebrities, based on .
telemedicine.

TalkGPT. They contacted your managers to ask

your home studio. ; }

+10 health , for a few thousand sample text messages so
 /  /  /  / Do the angel trend! Naw, I'll pass. ) .
they can train a chatbot to mimic your style.
. . . They are willing to pay good money.
[You order a Ding video doorbell. ] You give your bodyguard a bonus for his Your aunt Barbara is offended. Why are you That's the spirit! You collect a saliva sample
T . ruining the holiday spirit? The rest of the using the kit and mail it to 22andMe with your
i exceptional work. Lo I : , .
X family will be taking it anyway. family. I'll use the Cardiac telehealth
T I'll wait until I'm back from tour. platform to meet with my doctor
1
v 1 -10 social +5 social i Your video goes viral, earning you a million new Some fans wonder why you haven't posted { } virtually.
: . . During a workout, one of your fans saw your ol | ) anything, but they assume you must be busy with
ing video doorbell h ived! Wh ! ! name on the Pedalton leaderboard and sent orowers: other things. All aboard the bandwagon! No, you can't use my texts!
Your Ding vi €0 O.OL c as.arrl\ile - vvhen : 1 1 you a virtual high five. Would you like to high : i i i
yougoto stet 1;[1 u% ithas vzu Cmstda_t.an app- Do | ! ! five them back? +5 career j
you agree to the Terms and Conditions? | v v X v v
1 . ' 1
1 [Your 22:"‘“dMe results are back. Your family has ] [Your family has some Irish DNA, cool! ] | ! v v v Your doctor recommends changes to your
some Irish DNA, cool! ! icki . .
1 T T . IOU St'CkI it out for the rest of thle toml’. Your dosage and life habits that help you get back
1 1 1 eart palpitations cause you to lose sleep on to normal within a week.
; } 1 1 1 ; } v Someone figured out a way to undo the You provide a few months of messages to the Your managers are disappointed that you turned some nights, impacting your ability to
1 1 1 . N . )
[Accept and Install ] [Decline ] 1 v v [Yeah! ] [No. ] Someone figured out a way to undo the snlhougtte filter from the Angel trend. V|d<.aos of startup. down easy money. What a spoilsport! perform. +5 health
. N L naked influencers dancing are all over 4chin!
1 silhouette filter. Your nude dancing is now all T L . . T
\ achint . -5 career Some of your pickiest fans are disappointed. .
1 22andMe goes bankrupt. They have to sell all 22andMe goes bankrupt. They have to sell all over : What a relief - you really dodged a bullet this 1 1
1 their data as part of the process to pay back their data as part of the process to pay back time! 1 -10 health, -10 career !
 /  / 1 creditors, including your family’s DNA data, creditors, including you and your family’s DNA  J You frantically try to get the videos taken : v v
! which makes it easy to identify you in the future data, which makes it easy to identify you in the down, but people just make new anonymous
! even though you didn’t take the test yourself. future. i | Ok accounts and post it again. The app is a huge hit. Your fans love it! i
The doorbell connects to your phone You have to return the doorbell. \ You have made a new friend! g p! g pp 8 Scandal! Cardiac admi ine third- In 2023, the consumer-facing tele.health
candal! Cardiac admits to using third-party latf Cerebral rel daN F
seamlessly. You feel safer already! ! -20 privacy -20 privacy . . trackers on its website. They have been platform Cerebral released a otice 0
-5 mood 1 +5 social -20 privacy +5 career ling th dat .f bi zh d HIPAA Privacy Breach. From 2019 to 2023,
; ; : _ T se Itngt " efnamet,‘ ate Od hlr Itﬁen Zrt they had disclosed protected health
: I ! [ J ! c?n alllc in 0?23 ';’,n’ an e(a.n | c(c;n : |on)s information to third-party platforms and
! e e oo i, L X . . ot mittions oft-ardiac users lincluding you subcontractors without obtaining
Machine Iearnlng models !earn from thfe for years! HIPAA-required assurances.
V V v data they are trained on, like your previous
: -20 privac
Your bodyguard was enjoying his sandwich User-generated data is owned by Inth | 1d. TikTok did h el Some genius prompt-engineered a model fgzl(cte:?i(ta)sstige?alri g?f:cll?::z;r?gr?c]zzh ’ g (Seurce)
Oh no, the stalker fan came back and stole when the stalker fan came back and stole the Ui e ) LT SCIE MERETE

Service!

(Source)

This is what you agreed to in the Terms of

"You hereby grant Ring and its licensees an
unlimited, irrevocable, fully paid and
royalty-free, perpetual, worldwide rights
to exploit Shared Content for any purpose”

Long story short, Ring can do whatever
they want with your videos!

your confidential movie script!

Thankfully, your Ding video doorbell caught
his face. The police were able to catch him on
time before the movie script was exposed.

v

\

-10 privacy

To your surprise, Babazon used a video of you
on your front porch in a new Ding
adversitement on InstaTok. What?

Now, anyone walking their dog, taking out
the trash, delivering packages, or just
walking past the video doorbell is subject to
police scrutiny, regardless whether they
consent to having their footage used in this
way or not. You may have consented, but
your neighbours captured in video didn't.
Likewise, your neighbours may have shared
their footage with you in the background.

(Source)

T
I
1

v

Due to an emergency in your community, the
police has requested 3 days of Ding footage
from the entire neighbourhood. Would you
like to provide video footage to the police?

{

Yes! It's an emergency after all.

\

Y

You give the police access to your footage.

-10 privacy

Y

No thanks, Ding already knows
too much about me.

\

movie script.

\

You alert the police, but no cameras caught
his face, so the police was not able to find
them. The stalker fan released the movie
script. Yikes!

-20 career

Oh no! Ding stored your video on the cloud,
and the police got your videos without your
consent! They went straight to Ding's parent
company Babazon and asked for the video
recordings.

-20 privacy

In the real world, the video doorbell
company Ring did share video footage
with law enforcement officers, even when
homeowners did not consent. Owners of
these devices expect privacy for the
devices they ostensibly own, yet their
devices are also part of a 24/7 surveillance
network. Courts have struggled to limit
police warrants, giving the police access to
accounts that hold large amounts of data
that may not be relevant to the
investigation.

(Source)

companies as an asset. Just like any other
asset, if the company goes bankrupt, the
datais sold to pay back debts.

Health information has certain
regulations, but information like
username, age, and address can be freely
sold. Even privacy policies don’t hold much
weight.

For example, when RadioShack filed for
bankruptcy in 2015, they proposed to sell
the account information of 117 million
customers, even though their privacy
policy promised to never sell customer
information. In the end, regulators limited
them to only access customer information
from the past two years. But two years is
still a lot of data!

(Source)

(Source)

Silhouette challenge that was exploited
maliciously. The challenge involved a
person going from "innocent" to "sexy"
using TikTok’s "Vin Rouge" filter.

Some users appeared nude in their videos,
knowing that the filter would cover them
with a black silhouette effect. But some
people edited the lighting to make the
original image appear clearer, and one
Reddit thread even detailed how to
remove the filter.

friends!

inversion attack against your chatbot. Now
Reddit has screenshots of “you” revealing
embarrassing things about you and your

Your friends are not impressed.

-10social, -10 privacy

generative model (like a chatbot) into

if the training data contains private
information.

Fortunately, there are techniques to
startup didn't do that.

(Source)

outputting parts of its training data by
giving carefully-chosen inputs. This is bad

combat this. In this imaginary case, the

y

An unscrupulous Jollywood reporter sifts
through the data obtained by an ad agency
from Cardiac. Finding you among the data,
the reporter writes a tabloid piece on your
heart issues, speculating about your health.

-10 career

You ace an audition for an action movie, and
are about to get the role when the casting
director sees the article. You explain that
your doctor's treatments are effective, but
they insist on getting an additional physical
assessment to be sure.

You are understandably annoyed.

-5 happiness
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https://www.popbuzz.com/internet/viral/silhouette-challenge-remove-red-filter-warning/
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